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Hello!

@cote — Director, Marketing for
Pivotal Cloud Foundry

Former industry analyst at 451
Research and RedMonk

Corporate strategy & M&A at Dell
Former software developer

Register DevOps, agile, etc. colum
n

Podcasts: cote.io/podcasts

I\/_Iore: http://cote.io or cote@pivota
l.io Pivotal


https://twitter.com/cote
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Government IT concerns

* Costs/removing waste — 60-75% productivity boost
* New capabilities — 95% are “typical” or "trailing”

* Dependability & longevity — can’t go bankrupt

* Open, portability, multi-cloud - options

* Compliance - 14 months to 3 days w/ more controls
* Security - #2 concern in 5 year planning

* Working with legacy - ~60% of portfolio is pre-2010

Sources: Pivotal customer debriefings; "2017 ClO Agenda: A Government Perspective,” Rick Howard, Feb. 2017 PlVDtﬂI



https://www.gartner.com/document/3604417

#OMGWTFCloudNative



Cloud-native applications
are purpose built for the
cloud model. These
applications - built and
deployed in a rapid
cadence by small,
Cloud Native dedicated feature teams to
a platform that offers easy
scale-out and hardware
decoupling - offer
organizations greater
agility, resilience, and
portability across clouds.
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Source: “Cloud-Native Apbplications: Ship Faster. Reduce Risk. Grow Your Business.” Pivotal. Jan 2017.


https://pivotal.io/cloud-native
https://pivotal.io/cloud-native
https://pivotal.io/cloud-native

“In order to grow Citi, we first have to grow our own
perspective, skills and capabilities... Our curiosity, our
openness to learning and trying new things, our ability
to adjust and adapt quickly and our willingness to fail
fast and fail small are the essence of a culture that
Innovates and exposes new value to our clients in real
time.”

Stephen Bird, CEO Citi Global Consumer Group

6 Source: “A Transformation Journey,” Brad Miller, 2016.



http://www.slideshare.net/Pivotal/a-transformation-journey-65056628/4
http://www.slideshare.net/Pivotal/a-transformation-journey-65056628/4
http://www.slideshare.net/Pivotal/a-transformation-journey-65056628/4
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Goal: deliver value, weekly reliably, with small batches

“We did an analysis of @

hundreds of projects over a

multiyear period. The ones "'
that delivered in less than a
quarter succeeded about ~ Hypothesize ‘ )
80% of the time, while the
ones that lasted more than a
year failed at about the same
rate. We're simply not very :
o Validate
” r)
good at large efforts. Did it work wireal use(r)s

Large financial institution N~ —

Sources: “Good Software is a Series of Little Failures,” Coté, April 2016; The Lean Startup, Eric Ries, 2011. The Lean Enterprise, Barry

O'Reilly, Jez Humble, and Joanne Molesky. See also overview of this approach at the IRS from Dec 2015. "Application Modernization, Ser
vice By Microservice," Kurt Bittner and Randy Heffner, Forrester, Dec 2015; "Best Practices For Agile-Plus- Architecture,” Randy Heffner, PlUUtﬂI

Forrester February, 2015.



https://medium.com/built-to-adapt/good-software-is-a-series-of-little-failures-e468220217e5#.6mnkkx9ao
http://www.amazon.com/Lean-Startup-Entrepreneurs-Continuous-Innovation/dp/0307887898/
http://www.amazon.com/Lean-Enterprise-Performance-Organizations-Innovate/dp/1449368425/
http://www.amazon.com/Lean-Enterprise-Performance-Organizations-Innovate/dp/1449368425/
https://www.youtube.com/watch?v=S_-38Eia2cA
http://go.iron.io/forrester-report-application-modernization-services-by-microservice
http://go.iron.io/forrester-report-application-modernization-services-by-microservice
https://www.forrester.com/report/Best+Practices+For+AgilePlusArchitecture/-/E-RES120863

Small batches & taxes

Before After

Overview by Year Overview by Year

YEAR  STATUS AMOUNT YEAR BALANCE DUE
2014 Balance Due $644 > 2014 $644.00 >
2013 Taxes Paid $685 > 2013 $0.00
2012 Refund/Applied $100 > 2012 $0.00

2011 No Information Available s 2011 No Return on File

Source: "Minimum Viable Taxes: Lessons learned building an MVP inside the IRS,” slides , Andrea Schneider & Lauren Gilchrist, 2015. P t I
10 see also "Delivering Simpler, Clearer, Faster Government Services," Lindsay Holmwood, Oct 2016 Ivota



https://www.youtube.com/watch?v=S_-38Eia2cA
http://www.slideshare.net/LaurenGilchrist/minimum-viable-taxes-lessons-learned-building-a-mvp-in-the-irs
https://www.youtube.com/watch?v=5Ramc0_jG9s

It’s actually working in mainstream, large shops

HCSC 40%+ productivity/cost, rebooted member facing app

@ Alistate.  From 30% time coding to 90%

in good hands.

e .
co;\;\\(’:AgT 3+ week to 3 days, 50% reduction in incidents

Humana. Vitality drove engagement from 3% to 30%+
Mogual 100% visibility into app portfolio

Citi Delivered 3x features year/year

Sources: Crafting your cloud-native strateqy, Winter 2016/2017, Coté; Humana keynote, CF Summit 2015; “From Commit to Production | P t I
n 10 Minutes at a Century Old Insurance Company,” Liberty Mutual, David Ehringer. IVOLQ



https://docs.google.com/document/d/19T1B-jdhpNr58p7sONWtT5W48xFtV92aV9hMeb29w6I/edit#heading=h.hdl406j9b2ar
https://docs.google.com/document/d/19T1B-jdhpNr58p7sONWtT5W48xFtV92aV9hMeb29w6I/edit#heading=h.hdl406j9b2ar
https://www.youtube.com/watch?v=xL-icG1tfcA
https://www.youtube.com/watch?v=xL-icG1tfcA
https://www.youtube.com/watch?v=xL-icG1tfcA
https://www.youtube.com/watch?v=STx6L0r_juk&feature=youtu.be&t=9m16s
https://www.youtube.com/watch?v=STx6L0r_juk&feature=youtu.be&t=9m16s
https://www.youtube.com/watch?v=STx6L0r_juk&feature=youtu.be&t=9m16s
https://www.youtube.com/watch?v=STx6L0r_juk&feature=youtu.be&t=9m16s
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Skills & practices

Or, removing all the walls



“We’ve been doing AGILE since vacuum tubes.”

When did or will your organization begin to use each of the following agile enterprise practices?
n = 155; Base: Organization uses agile or is in pilot implementation phase

Unit Testing

Distributed Teams

Refactoring

Continuous Integration
Automated Acceptance Testing
DevOps

Continuous Delivery

Test-Driven Development (TDD)

Pair Programming
Behavior-Driven Development (BDD)
Other (n=18)

m 2014 or before m2015 =By the end of 2017 = We have no plans to invest = Not sure
60%
42%
33%
28%
24%
20%

18%

18%
15%

5%

Gartner.

14

Source: “Town Hall: Agile in the Enterprise,” Mike West, Nathan Wilson, Thomas Murphy, Dec 2015, Gartner AADI US conference; “Pair
programming — you'll never guess what happens next.” Coté, Oct 2016.

Pivotal


http://www.theregister.co.uk/2016/10/18/pairing_programming_youll_never_guess_what_happens_next/
http://www.theregister.co.uk/2016/10/18/pairing_programming_youll_never_guess_what_happens_next/
http://www.theregister.co.uk/2016/10/18/pairing_programming_youll_never_guess_what_happens_next/
http://www.theregister.co.uk/2016/10/18/pairing_programming_youll_never_guess_what_happens_next/

Agile Adoption Still Leaves One Remaining Barrier

Burmn-Down Chart

Daily Scrum

S L T
E o e §

Backlog | | v ml /
N ; oneDay ¥k

Less Than a
30-Day Sprint )

™ | I T
Development 1 Test
Sprint Review

Operations

Gartner

Source: “Techinsights: Keys for DevOps Success,” William R Holz, Gartner AADI, London 2017.



DevOps, the word defines itself

(1.)
DevOps is the practice of operations
and development engineers
participating together in the entire B ) ‘
service lifecycle, from design through SSRI FSLUMATY & CECURTTX
the development process to production |
support.

(2.)
DevOps is also characterized by
operations staff making use of many of
the same techniques as developers for

their systems work.

Source: “What Is DevOps?,” The Agile Admin, Dec 2011. For more: Effective DevOps, Jennifer Davis, Katherine Daniels, May, 2016. Pivotal



http://theagileadmin.com/what-is-devops/
http://www.amazon.com/Effective-DevOps-Building-Collaboration-Affinity/dp/1491926309

Goals, practices, and process are more durable

=
/

17 Source: 2016 DevOps Study, and various Nicole Forsgren joints. Pivotal



https://puppet.com/resources/white-paper/2016-state-of-devops-report
http://www.slideshare.net/nicolefv/devops-the-key-to-it-performance
http://www.slideshare.net/nicolefv/devops-the-key-to-it-performance
http://www.slideshare.net/nicolefv/devops-the-key-to-it-performance

Goals, practices, and process are more durable

/
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18 Source: 2016 DevOps Study, and various Nicole Forsgren joints. PlV‘OtﬂI.



https://puppet.com/resources/white-paper/2016-state-of-devops-report
http://www.slideshare.net/nicolefv/devops-the-key-to-it-performance
http://www.slideshare.net/nicolefv/devops-the-key-to-it-performance
http://www.slideshare.net/nicolefv/devops-the-key-to-it-performance

Scaling the teams



Balanced teams led by a product owner drive the apps

“You’re not spending money on
huge IT contracts or huge teams
of people, so a team of 12 might
be replacing a team of 100. And
you’re not building features that
no one wants and no one uses
and you're not wasting time
duplicating.”

Ben Terrett, former head of design at the
UK GDS

Source: “Why Britain banned mobile apps: Interview with Ben Terrett, former design chief at the GDS,” Govlnsider, June 2016. See also *

From Aristotle to Ringelmann,” June 2016. Picture from Pivotal SafeMeds scrapbook; “Roles and Responsibilities for DevOps and Agile T P t I
eams,” Coté, May 2016; Comcast’'s Christopher Tretina at SP1 2016. IVOLQ



https://govinsider.asia/smart-gov/why-britain-banned-mobile-apps/
https://govinsider.asia/smart-gov/why-britain-banned-mobile-apps/
https://govinsider.asia/smart-gov/why-britain-banned-mobile-apps/
https://govinsider.asia/smart-gov/why-britain-banned-mobile-apps/
https://blog.acolyer.org/2016/06/06/from-aristotle-to-ringelmann/
https://blog.acolyer.org/2016/06/06/from-aristotle-to-ringelmann/
https://blog.acolyer.org/2016/06/06/from-aristotle-to-ringelmann/
http://pivotalsafemeds.tumblr.com/
http://pivotalsafemeds.tumblr.com/
https://medium.com/@cote/roles-and-responsibilities-for-devops-and-agile-teams-fdacbffb4cb4#.1kc1uzore
https://medium.com/@cote/roles-and-responsibilities-for-devops-and-agile-teams-fdacbffb4cb4#.1kc1uzore
https://www.youtube.com/watch?v=yX5U4H6bc98&feature=youtu.be&t=8m15s
https://www.youtube.com/watch?v=yX5U4H6bc98&feature=youtu.be&t=8m15s
https://www.youtube.com/watch?v=yX5U4H6bc98&feature=youtu.be&t=8m15s

“But what about my team?”

=

* Enterprise architects * How do they deliver
« PMO value to production?
. QA * Slim matrixing to

+ Operations _ enable teams

- Design * Maybe you're not

helping
* ...perhaps join the
team!

- Pivotal

* Business analysts
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You're in good hands.

Sources: ‘Allstate / CompoZed Labs, One Year Later,” Doug Safford, Sep. 2016; "Building a Brand Around a Technology and Cultural Tra
2 sformation,” Matt Curry, Sep. 2016; "Cull your rules and regulations, or be frozen by them," Coté, Feb 2017. ,



https://www.youtube.com/watch?v=9FKJ_cyGT1o
https://www.youtube.com/watch?v=9FKJ_cyGT1o
https://www.youtube.com/watch?v=9FKJ_cyGT1o
https://www.youtube.com/watch?v=9FKJ_cyGT1o
https://www.youtube.com/watch?v=9FKJ_cyGT1o
https://www.youtube.com/watch?v=YEAejTRoPSU
https://www.youtube.com/watch?v=YEAejTRoPSU
https://cote.io/2017/02/25/cull-your-rules-and-regulations/

One weird trick!
(Pairing)



e e I o — 1
Pairing: across roles, geographies, rotating
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. == 2
Pairing: it stinks, but it works

Rotating pairs diffuses knowledge, lowers risk
Removes time used to “sync”

Shrinks design and QA review time




Pairing to spread skills & cloud native culture

Year O Year 2

26



Management






Management will be the first to fail

“I can'’t tell you what having a leader
stand-up in front of an organization
with a hoodie and t-shirt does to
cultural change. It all the sudden
makes it OK for everyone within that
organization to participate in
change.”

-Matt Curry, Allstate

Sources: Leading the Transformation, 2015; “Management’s Job is orchestrating the 'why,” Coté, 2015; The Concise Executive Guide to P t I
Agile, 2010. See also ‘largile’ column from Nov 2016. IVOLQ



https://www.youtube.com/watch?v=YEAejTRoPSU&feature=youtu.be&t=23m03s
https://www.youtube.com/watch?v=YEAejTRoPSU&feature=youtu.be&t=23m03s
http://www.amazon.com/gp/product/B012P0D4YG/
http://www.amazon.com/gp/product/B012P0D4YG/
http://www.amazon.com/gp/product/B012P0D4YG/
https://medium.com/@cote/managements-role-in-devops-orchestrating-the-why-5d5b6414419d#.p51jstv5c
http://www.amazon.com/gp/product/B003TZLNKY/ref=as_li_tl?ie=UTF8&camp=1789&creative=390957&creativeASIN=B003TZLNKY&linkCode=as2&tag=coteicomthecoteb&linkId=DLTAY7TVDMSPQH6Z
http://www.amazon.com/gp/product/B003TZLNKY/ref=as_li_tl?ie=UTF8&camp=1789&creative=390957&creativeASIN=B003TZLNKY&linkCode=as2&tag=coteicomthecoteb&linkId=DLTAY7TVDMSPQH6Z
http://www.theregister.co.uk/2016/11/21/largile_for_management_babies/
http://www.theregister.co.uk/2016/11/21/largile_for_management_babies/
http://www.theregister.co.uk/2016/11/21/largile_for_management_babies/

The emerging cloud native organization shape

ROLES

Application Developers
(Prod. Owner, UX, Dev,

QA)

Platform
Developers
Platform

Operators _
Engineering
(Storage, Security, Network,
etc.)

AREAS OF FOCUS

Innovation: Plan, design, develop and
test business capabilities as deployable

88afdes: develop, test, QA, and evolve
shared middleware and services

Platform: upgrade platform, capacity
planning, service mgmt., scale platform

Infrastructure: Rack and stack,
networking, data storage, etc.

Source: Pivotal Cloud Foundry Solution team, "Crafting the Cloud Native Organization," Coté, March 2016. discussions with GSA-cum-Pivota

I's Diego Lapiduz. More: "Who Does What? Mapping Cloud Foundry Activities and Entitlements fo IT Roles,"” Cornelia Davis, Aug 2016. PI"U’DI:CI'


https://medium.com/@cote/crafting-the-cloud-native-organization-d565bd1b3aac
https://www.youtube.com/watch?v=598c1pB39Ms
https://www.youtube.com/watch?v=598c1pB39Ms
https://www.youtube.com/watch?v=598c1pB39Ms
https://www.youtube.com/watch?v=598c1pB39Ms
https://www.youtube.com/watch?v=XG5qitY2ryE

Ramping up: “Pilot low-risk apps, and ramp-up”

Picking your initial apps, according to Comcast, Humana, Ford, & Home Depot

important

rank order

hard

do now

really no!

nope.

less important

easy

App Instances

4000
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3200

2800

[N [N]
(=] &
=] [=]
[=] =1

@
=]
=1

1200

800

400

3803

0
Jun'15  Jul

-@- Instances

Aug  Sep Oct Nov Dec Jan'l6 Feb Mar Apr May Jun  Jul'16

Sources: Home Depot meetup, Oct 2015; Humana at CF Summit 2015; EU payday loan company; Pivotal Labs on large auto company; “Ge

tting started,” Coté, Oct 2016; Comcast’s Christopher Tretina at SP1 2016; “Cloud-Native at Home Depot, With Tony McCulley,” Number of
31 Al's equates to ~130 apps composed on ~900 services. See also a general pattern applied to analytics from BCG, July 2016.

Pivotal


https://www.youtube.com/watch?v=Bl0oH0UdJPM
https://www.youtube.com/watch?v=xL-icG1tfcA&index=36&list=PLhuMOCWn4P9g-UMN5nzDiw78zgf5rJ4gR
https://medium.com/@cote/getting-started-picking-your-first-cloud-native-projects-or-every-digital-transformation-starts-d0b1295f3712#.tpft48uzy
https://medium.com/@cote/getting-started-picking-your-first-cloud-native-projects-or-every-digital-transformation-starts-d0b1295f3712#.tpft48uzy
https://www.youtube.com/watch?v=yX5U4H6bc98&feature=youtu.be&t=8m15s
https://www.youtube.com/watch?v=yX5U4H6bc98&feature=youtu.be&t=8m15s
https://content.pivotal.io/podcasts/045-cloud-native-at-home-depot-with-tony-mcculley
https://content.pivotal.io/podcasts/045-cloud-native-at-home-depot-with-tony-mcculley
https://www.bcgperspectives.com/content/articles/financial-institutions-technology-digital-asset-managers-can-succeed-advanced-analytics/

r—
Managing the change: pace yourself

d * Liberty Mutual 10 (simple) apps in 10 weeks
i+ Allstate 16 apps in a year

4+ THD ~130 apps in a year

+ * Auto manufacture ~115 after two years

 BUT! If you don't start, you'll suffer analysis paralysis.

, DEL” N e e R :
0 Sources: X \‘\‘ pot With Tony MeGulley ' cases, an



https://content.pivotal.io/podcasts/045-cloud-native-at-home-depot-with-tony-mcculley
https://content.pivotal.io/podcasts/045-cloud-native-at-home-depot-with-tony-mcculley

Internal marketing: everything, frequently
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| Rule 1: Don't go to meetings. Rule 2: See {ule 1.




Rule 1: Don't go to meetln S. Rule 2: See rule 1.

2

Meetings to do: stand-up, start, end

“Don’t go to meetings” meeting invites

Pairing, end-to-end involvement reduce “syncing”
Allstate: from 20% coding to 90%

“_g, o CQ(\H\«_) l r
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Dealing with legacy: the stuff that makes all the

money

Quarantine Migration Strategies

* Low impact
applications

* Virtualize & re-platform
to control costs and
maximize management

* Lacks good
testing, risky to
change

* APl gateways combined
with the strangler pattern

* Change resistant
priorities

* Portfolio management
(cf. The Three Horizons)

Sources: “DevOps isn't just about the new: It's about cleaning up the old, too,” Coté, April 2016; The Cloud Native Journey, Coté, 2016; Es
cape Velocity, Geoffrey Moore, Sep 2011 and "To Succeed in the Long Term, Focus on the Middle Term," Geoffrey Moore, August 2007. Pi"JUtﬂI



http://www.theregister.co.uk/2016/04/12/land_the_legacy_big_fish/
http://www.theregister.co.uk/2016/04/12/land_the_legacy_big_fish/
http://pivotal.io/embarking-on-the-cloud-native-journey-to-more-agile-it?utm_source=Cote-promo&utm_medium=DevOpsPreso&utm_campaign=Embarking-Cloud-Native-Book
http://amzn.to/1WCPyw1
http://amzn.to/1WCPyw1
https://hbr.org/2007/07/to-succeed-in-the-long-term-focus-on-the-middle-term

Controls:
Compliance & Security



Over time, tools that helped us ® Compozed
scale are now obstacles Accelerated Delivery

Y
i C]

GOV_I;%NJE\I\JI.CE! -

PRI T L LA

o 70 ||1 7 m 1 ”
bR L *T -H. 198
wmf "w e sk

d’
...'J"“ l* ! ,; .'. s
i
\,,/
. \ ‘ ' ‘ - E .

e

Sources: "Building a Brand Around a Technology and Cultural Transformation," Matt Curry, Sep. 2016; Pivotal Labs NYC experience
reports



https://www.youtube.com/watch?v=YEAejTRoPSU
https://www.youtube.com/watch?v=YEAejTRoPSU

“You can type anything you want in
Word document"’ Mark Ardito, HCSC



https://www.youtube.com/watch?v=rGNlSCquZIc&t=28m28s
https://www.youtube.com/watch?v=rGNlSCquZIc&t=28m28s
https://www.youtube.com/watch?v=rGNlSCquZIc&t=28m28s

“You can type anything you want in a Word
document!”

7 4

* You can likely automate the 3 ring binger

* Compliance is often a feature, treat it as such

* Include auditors on the team o

* Give auditors access to the raw systems, “go see”
Ruthlessly cull your governance & auditors I

It will always be a battle — staff up

e


https://www.youtube.com/watch?v=rGNlSCquZIc&t=28m28s
https://www.youtube.com/watch?v=rGNlSCquZIc&t=28m28s

Five risks that small batches reduce

Bug swarms — less software leads to
faster fixing.

Useless software — don’t wait 6+ months
to find out, find out every 24 hours.

Stymied Innovation — daily opportunities
to learn and innovate.

Budget overruns — check in daily on
ROI, projections. Shut it down early and
re-try if needed.

Schedule elongation — if you ship every
day, guaranteed, how can you ever be
late?

Small Batches Reduce Risk & Increase Controls

"There have obviously been culture
shocks. What is more interesting
though is that the teams that tend to
have the worst culture shock are not
those typical teams that you might think
of, audit or compliance. In fact, if
you’re able to successfully
communicate to them what you’re
doing, DevOps and all of the
associated practices seem like
common sense. [Auditors] say, ‘Why
weren’t we doing this before?’”

"DevOps Enterprise Adoption at E*TRADE,”
InfoQ/DOES, Jan 2016.

Source: "Dear Developers, Small Batch Releases Are Your Friend," Coté, Feb 2016, also in The Reqister. PlVUtﬂI



https://blog.pivotal.io/pivotal-cloud-foundry/features/dear-developers-small-batch-releases-are-your-friend
http://www.theregister.co.uk/2016/02/04/think_small_not_big/
http://www.theregister.co.uk/2016/02/04/think_small_not_big/
http://www.infoq.com/interviews/devops-enterprise-ETRADE
http://www.infoq.com/interviews/devops-enterprise-ETRADE
http://www.infoq.com/interviews/devops-enterprise-ETRADE

Baked-in: cloud-native has an abundant controls

CLOUD FOUNDRY
SUMMIT

g

18F/cloud.gov
ATO reduction from
9-14 months to 2-3 days

»Standards Documentation

Schemas

Example Project Organizations

® 15 an affordance for managing access by...

data
— certifications - . ¥
}— FedRaMP-1ow.yanl e Certifications
|— FedRAMP-med.yaml : sk
L— LaTO.yaml
}— components
L— 18F
|— system.yaml
L— AC_Policy
L— component . yaml
— standards
L— NIST-80@-53.yaml

38 OpenControl

Source: “Deployments We Can Believe In,” Diego Lapiduz, 18F, June 2015; see also “Barriers to DevOps in Government,” Coté, Oct 2015;

“OpenControl Overview,” Joshua McKenty, March 2016. “Running Cloud Foundry in a Compliance and Security Focused Environment,”

Diego Lapiduz and Bret A. Mogilefsky, 18F, May 2016; baking in controls, from Cornelia Davis, Aug. 2016.

Pivotal


https://www.youtube.com/watch?v=598c1pB39Ms&feature=youtu.be&t=11m45s
https://medium.com/@cote/barriers-to-devops-in-government-72d657ecf722
http://www.slideshare.net/JulieCoonce/opencontrol-overview-joshua-mckenty
https://www.youtube.com/watch?v=UwOG3BrdODo&list=PLhuMOCWn4P9gGrKEtCBKYpEl5BXGBCsQZ&index=33
https://cote.io/2017/03/14/if-compliance-is-so-important-bake-it-into-the-platform/

Security — reduce risk by going faster &
automating, & acting

* Authentication/lUAA * |solation segments

* RBAC * Zero-trust model

* BOSH enforcement * Trusted auditing a-plenty
* Repair * Distributed tracing &
 Repave microservices ops

* Rotate

* Encryption, data, network

Source: “The Three Rs of Enterprise Security: Rotate, Repave, and Repair,” Justin Smith, April 2016; “Understanding Cloud Foundry Securi
ty,” Pivotal docs;

Pivotal


https://builttoadapt.io/the-three-r-s-of-enterprise-security-rotate-repave-and-repair-f64f6d6ba29d
https://builttoadapt.io/the-three-r-s-of-enterprise-security-rotate-repave-and-repair-f64f6d6ba29d
https://builttoadapt.io/the-three-r-s-of-enterprise-security-rotate-repave-and-repair-f64f6d6ba29d
https://docs.cloudfoundry.org/concepts/security.html
https://docs.cloudfoundry.org/concepts/security.html

Tools
(They do matter)



60% of organizations still don't
“I think that’s one of the

have Cl in place, Only ~1 5'25% biggest things that needs to

have full CD be built up over time when
you're talking about deep

oo oI espondents ingrained cultures around

managing risk by slowing
everything down. To speed
things up you need to have
trust and complete
transparency through that
process which you get
through enforcing
continuous delivery

DevOps Automated Acceptance Continuous Integration Continuous Delivery

Testing pipelines.”

w2014 or Before === 2015 === By the End of 2017 @ Total by End of 2017
N = 158; Base: Organizations Using Agile or in Pilot Implementation Phase

Dave Ehringer, Liberty Mutal

Source: "A Guidance Framework for Continuous Integration: The Continuous Delivery 'Heartbeat," William R Holz, Gartner, Jan 2016. See P t I
45 also “CI/CD from a donkey perspective” for a more depressing perspective, and Gary Gruver’s books for the importance of Cl. IVOLaQ



https://www.gartner.com/document/3187420
http://thenewstack.io/review-understanding-devops-putting-place-even-scale/
https://www.youtube.com/watch?v=STx6L0r_juk&feature=youtu.be&t=9m16s
https://www.youtube.com/watch?v=STx6L0r_juk&feature=youtu.be&t=9m16s

Pipeline Risks & Pitfalls

‘ Brittle Scripts & Slow, Broken Builds

‘ Cl Making Things Worse Before They Get Better

‘ Team Members Who Work Around Governance

‘ Stakeholders Who Lose Confidence in Testing Automation

‘ New Platforms That Don’t Support Automated Testing

Sources: "A Guidance Framework for Continuous Integration: The Continuous Delivery 'Heartbeat,™ William R Holz, Gartner, Jan 2016; “U
nwinding Platform Complexity with Concourse,” Matt Curry & Alan Moran (Allstate), Aug 2016; “Pipelines,” Coté & Matt Curry, Coté Show Pl Dtﬂl
46 Variety Podcast #34. Vv



https://www.gartner.com/document/3187420
https://www.infoq.com/presentations/concourse-automation
https://www.infoq.com/presentations/concourse-automation
https://www.infoq.com/presentations/concourse-automation
http://www.cote.show/34
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Sources: “Unwinding Platform Complexity with Concourse,” Matt Curry & Alan Moran (Allstate), Aug 2016; “Pipelines,” Coté & Matt
Curry, Coté Show Variety Podcast #34.
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https://www.infoq.com/presentations/concourse-automation
https://www.infoq.com/presentations/concourse-automation
http://www.cote.show/34
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You know, your basic,
highly scalable, fault
tolerant, distributed
enterprise application
management, integrated
middleware, fully
operational battle
platform.

No big deal, or anything.



The infrastructure promises you need

* Canary deployment

* Configuration changes

* Rolling upgrades

* Health checks and remediation
* Scale out/scale in

* Across multiple laaS

Image from Dan Pope, 2009. Pivotal


https://www.flickr.com/photos/gusset/3723961589

The runtime platform promises you need

* Role based access to
resources

* Run code on demand

 Coordinate cross service
configurations

* Route public requests

* Read and write persistent
data

Add and remove resources

Record internal and external
events

Isolate resources and failures
Measure performance/health

Detect and determine failure
(plan & provoke failure)

Recover failures
Work tomorrow

Pivotal



Standardize on a platform: special snow flakes are slow, expensive, & error-prone

Container Orchestration

Infrastructure Orchestration

Service Monitoring and
Dependency Management

Inventory, Capacity, and
Management

Service Discovery

Event Management & Routing

Configuration Management

NAT

DNS

SDN

IPAM

Persistent Team Chat

Metrics & Logging Analytics &
Visualization

Firewalls

WAN & VPN

Storage

Compute

Load Balancers |

Network

Infrastructure

Log Aggregation, Indexing, &
Search

Metrics Collection, Storage,
and Retrieval

Operations

Lifecycle Management
Deploy | Patch | Upgrade | Retire

Release Packaging &
Management

TDD Frameworks
Cl Orchestration

Artifact Repository

Standard Builds &
Configurations

Source Control Management

Deployment

HTTP / Reverse Proxy

CMP Console Audit

Application Runtime

Security Event & Incident
Management

In-Memory Object Cache

Secrets Management

Search

Certificate Management

Messaging

Identity Management

NoSQL Document Store

Threat & Vulnerability
Scanning

NoSQL Database

Runtime & Data

51 Source: “The Upside-Down Economics of Building Your Own Platform,” Jared Ruckle and Matt Walburn, 2017.

Network Security

Pivotal



https://content.pivotal.io/white-papers/the-upside-down-economics-of-building-your-own-platform
https://content.pivotal.io/white-papers/the-upside-down-economics-of-building-your-own-platform
https://content.pivotal.io/white-papers/the-upside-down-economics-of-building-your-own-platform

Schedule 2 years & ~$14m to build your platform

v JE
3 z;;akQ&CHE% %o ﬁ: gkdfkd.mongoDB

TErreeee 1t WWWWWWWW

Product Management

..‘. ForDyar QNGULA[;;_S express.mongoDB
\:\\_Nou ynamics
(4 Grafana NeTRLX @CHEF o

iipeieee  ddidied dedeEEe

() tenable (Akamat ArcSIght<

‘. network security AUNTLT 1 Camparry
ewdent io @

Treeee

Security

Middleware

Notes: 50 people at $140,000 all in comp. is $7m/yr. Does not include costs for sriacha cashews & chunky coconut water. See more: “T P I
52 he Upside-Down Economics of Building Your Own Platform.” Jared Ruckle and Mat Walburn, 2017. Ivota



https://content.pivotal.io/white-papers/the-upside-down-economics-of-building-your-own-platform
https://content.pivotal.io/white-papers/the-upside-down-economics-of-building-your-own-platform
https://content.pivotal.io/white-papers/the-upside-down-economics-of-building-your-own-platform
https://content.pivotal.io/white-papers/the-upside-down-economics-of-building-your-own-platform
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Spring Concourse

Build Reliably Integrate Continuously
e oLh
Pivotal Tracker e S Pivotal Cloud Foundry*
Organize and Plan /(' \;’ Deploy and Manage
f\ From an idea in the morning, \,\ Pivotal
d to production in the afternoon. | D9 Data Suite
"s . ) N/ nalyze and Decide
Q N Pivotal makes it happen. %
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Pivotal helps organizations do better software
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Crafting Your
Cloud-Native Strategy

by Michasl Coté
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57 http://cote.io/cloud2 and http://cote.io/cloud3



“We are uncovering better
ways of developing software
by doing it and helping others

do It.”

, 2001

@cote | cote@pivotal.io

More: https://cote.io/cloud3/ PlVOtGI


http://www.agilemanifesto.org/

SpringOnePlatform.io
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December 4-7, 2017
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