s DevSecOps

a real thing?
(Spoiler: yes)

Coté
VMware Tanzu

31 May 2022



What challenges has your organization encountered in DEPLOYING Kubernetes?

(Choose all that apply)

Meeting security & compliance requirements

Inadequate internal experience & expertise 65%
70%
Difficult to integrate with current infrastructure
Insufficient documentation
No clear ownership
Lack of app mobility
No Cha”enges 5% W 2022 W 2021 W 2020
VIMWAlre cocen
Confidential | ©2022 VMware, Inc. Source: State of Kubernetes 2022, VMware. 2



https://tanzu.vmware.com/content/blog/state-of-kubernetes-2022?utm_campaign=devrel&utm_source=cote&utm_content=k8s2022survey&utm_medium=presentation

Secure | Security
Shift Left

Software (Culture) as a
: ulture
Supply Chain Product
Vmwa re® Source: "DevOps vs. DevSecOps: What Are the Differences?" Coté, April, 2022.



https://tanzu.vmware.com/content/blog/devops-vs-devsecops?utm_campaign=devrel&utm_source=cote&utm_content=IDCNordic&utm_medium=presentation

A simple supply chain
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Supply Chain Attacks

- Vulnerabilities could exist

- Injection of malicious code in OSS

- Compromised dependencies

+ Misconfigured permissions, exposed
or compromised credentials

- New vulnerabilities
emerge that need
patching

- Compromised build system
- Compromised repository
« Unpatched vulnerabilities

1 Release

- Bypass CI/CD
- Altered data to policy

mwa re® Confidential | ©2022 VMware, Inc.
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“Shift Left” means increasing
collaboration between
development & security

PEOPLE



Coté

@cote | http://cote.io | cotem@vmware.com

OREILLY

Monolithic
Transformation
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